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CYBER ASSURANCE & VULNERABILITY MANAGEMENT

YourFortify

Know where you are vulnerable.
Fix what matters.
Prove you are improving.

Cyber assurance that helps you improve, not just comply.

Cyber Essentials support, vulnerability management, dark web monitoring
and penetration testing from Your IT Department Ltd.

TWO TIERS, PLUS CERTIFICATION SUPPORT

Essential v Plus (of S S [T1
Build the foundation Continuous assurance Certification add-on
GET IN TOUCH
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Your IT Department Ltd

Unit 8, Farrington Way, Eastwood, Nottingham, NG16 3BF AWARD-WINNING IT SUPPORT
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ABOUT THIS BROCHURE

This brochure introduces YourFortify, the cyber assurance and vulnerability
improvement service from Your IT Department. It explains who the service is for, what is
included, and how it's delivered and reviewed. For a tailored quote, please speak to your
Your IT Department account contact.
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Why YourFortify

Certification proves a point in time. It doesn't prove ongoing improvement. YourFortify is
the cyber assurance and vulnerability improvement service within the Your IT Department
portfolio. It is designed for organisations that need to understand where they are exposed,
achieve Cyber Essentials, monitor credential risk, test controls and demonstrate measurable
progress over time.

This service does not cover managed detection and response, or Microsoft 365 security
governance. See page 11 for where these are covered.

Cyber Essentials is not the destination. Itis
the starting point.

A STRUCTURED IMPROVEMENT JOURNEY
Rather than a one-off tick-box exercise, YourFortify gives your business a repeatable

cyber improvement programme, building assurance, closing gaps and proving progress
quarter after quarter.

your-itdepartment.co.uk YourFortify
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Is this you?

YourFortify is designed for a specific type of organisation. If the descriptions below sound
familiar, this service was built for you.

You're a 10-50 user organisation
beginning structured cyber improvement
and seeking Cyber Essentials support.

You need visibility of vulnerabilities, dark
web credential exposure and practical
remediation guidance.

TYPICAL BUYERS

Needing higher assurance

You're a 30-100 user organisation that
requires regular vulnerability scanning,
testing and higher assurance.

Evidencing real improvement

Your leadership team wants clear
evidence of cyber improvement, not just
technical reports.

Managing Director, Finance Director, Operations Director, Office Manager or business
owner. Compliance Leads and IT Managers with cyber insurance or client assurance
requirements are also typical buyers.
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Outcomes for your business

YourFortify is built around measurable business outcomes, not just technical delivery.

Outcome What this means for your business

Cyber Essentials confidence You are supported through Cyber Essentials scope,
gap analysis, readiness and certification
preparation.

Vulnerability visibility You receive regular visibility of external
vulnerabilities and prioritised risk reporting.

Credential exposure awareness Domain and credential exposure is monitored so
leaked credentials can be addressed.

Prioritised remediation Risk-based recommendations help you focus on
what matters first.

Validated security improvement Higher-assurance clients can validate controls
through quarterly penetration testing.

Executive risk visibility Your leadership team receives plain-English
summaries of risk, progress and improvement
actions.

Structured cyber maturity journey You gain a repeatable improvement programme

rather than a one-off tick-box exercise.
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Choosing your tier

YourFortify is available in two core tiers, with Cyber Essentials Plus available as a separate
add-on when certification support is needed beyond the core service.

Tier Best for

YourFortify Essential 10-50 user organisations

building their cyber
foundation

YourFortify Plus

higher assurance

Cyber Essentials Plus
Add-On

CHOOSING THE RIGHT FIT

Not sure which tier fits your business? Your account contact can help you choose based
on your user numbers and risk needs.

your-itdepartment.co.uk
0115 822 0200 - info@your-itdepartment.co.uk

30-100 user organisations
needing ongoing testing and

Organisations requiring CE
Plus certification support

Primary outcome

Achieve Cyber Essentials, monitor
credential exposure and identify
vulnerabilities before they become
business risks.

Continuously validate and improve
cyber posture through vulnerability
management, penetration testing and
structured assurance.

Prepare for Cyber Essentials Plus with
assessor coordination, evidence
support and remediation planning.

YourFortify
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YourFortify Essential

Build the cyber foundation, achieve Cyber Essentials, gain
visibility and fix key risks

Everything you need to build your cyber foundation: certification support, vulnerability
scanning, dark web monitoring and guided remediation.

Cyber Essentials certification

support Vulnerability management
Cyber Essentials gap analysis Automated vulnerability scanning
0 Remediation guidance 0 Monthly external vulnerability scans
Audit preparation support Prioritised risk reports
0 Certification readiness review 0 Risk-based remediation
recommendations

Scope validation assistance
Vulnerability trend reporting

o Annual certification coordination

Dark web monitoring Remediation allowance
Domain monitoring Up to 2 remediation hours per month
0 Credential breach monitoring o Security-focused remediation support
Exposure reporting Cyber Essentials gap remediation
guidance

Q Risk notification and recommended
next actions O Vulnerability reduction activities

your-itdepartment.co.uk YourFortify
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YourFortify Plus

Continuous assurance and validation through testing and

specialist review

YourFortify Plus includes everything in Essential, plus the additional assurance components
below for organisations that need ongoing testing and higher assurance.

Quarterly penetration testing

Quarterly testing using an approved
penetration testing platform

o Internal and/or external testing of
agreed targets

Risk-ranked findings

o Testing summary and
recommendations

Trend visibility over repeated testing
cycles

Enhanced remediation support

Up to 4 remediation hours per month
0 Vulnerability remediation support
Risk reduction assistance
Q Validation reviews

Security improvement support

your-itdepartment.co.uk

0115 822 0200 - info@your-itdepartment.co.uk

Enhanced vulnerability assurance

Continuous vulnerability validation
0 Verification of remediation activity
Risk verification
Q Security trend analysis

Prioritised improvement
recommendations

Quarterly specialist security
review

Security posture review
@ vunnerability review
Remediation planning
Q Strategic recommendations

Cyber improvement roadmap
discussion

YourFortify
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Cyber Essentials Plus add-on

Cyber Essentials Plus readiness is not included in YourFortify Essential or Plus. It is provided
as a separate one-off add-on rather than a monthly service tier, keeping YourFortify simple
while letting you purchase CE Plus support exactly when you need it.

Included in the add-on Not included in the add-on
o Cyber Essentials Plus readiness g Certification fees unless explicitly
assessment included

Auditor or assessor fees unless

Evi theri t
vidence gathering suppor explicitly included

Assessor coordination Hardware replacement

Test coordination Major infrastructure remediation

Vulnerability verification review Large-scale remediation projects

Third-party vendor professional
services

O © © © O

Remediation planning

Certification preparation &
management support

your-itdepartment.co.uk YourFortify
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Customer success & quarterly reviews

YourFortify is reviewed through the Your IT 360 Framework. Reviews focus on
vulnerabilities, assurance findings, remediation progress, Cyber Essentials status, credential
exposure and security improvement priorities.

Review area Focus
Vulnerabilities Are critical and high-risk issues reducing?
Cyber Essentials Is certification status clear and are controls being

maintained?

Remediation progress Are agreed actions being completed?

Dark web risks Have any credentials or domains been exposed?
Penetration testing results What weaknesses have been identified and validated?
Security maturity Is the organisation becoming more resilient over time?
Improvement roadmap What should be tackled next?

your-itdepartment.co.uk YourFortify
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Where YourFortify fits

YourFortify is focused on assurance, certification support and vulnerability management.
Some related requirements are delivered through other parts of the Your IT Department

portfolio.
Requirement Delivered by
Microsoft 365 security governance Your Secure 365
Secure Score management Your Secure 365
Conditional Access management Your Secure 365
24x7 threat monitoring Your Secure Defend
Managed Detection and Response Your Secure Defend
Incident response Your Secure Defend
Desktop and laptop patching Your Workplace
Application deployment Your Workplace
Infrastructure management Your Infrastructure
Major remediation projects Separate statement of work
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Investment

YourFortify is priced by programme rather than by user count, reflecting the tools,
remediation allowance, review effort and assurance value delivered at each tier.

Tier / Add-on Scope summary

YourFortify Essential £395/month Cyber Essentials support, monthly external
vulnerability scanning, dark web monitoring,
executive reporting and up to 2 remediation
hours per month.

YourFortify Plus £695/month Everything in Essential, plus quarterly
penetration testing, enhanced vulnerability
assurance, enhanced remediation support
and specialist security review.

Cyber Essentials Plus £1,495-£2,495 one-off Readiness assessment, evidence support,

Add-On assessor coordination and remediation
planning. Certification and assessor fees are
charged separately unless stated otherwise
in your quote.

Prices shown are standard published starting rates, exclusive of VAT. Larger or more complex environments may require
custom pricing or separately scoped remediation projects. Your account contact can prepare a tailored quotation for your
business.
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Ready to know where you're vulnerable?

A structured cyber assurance and vulnerability management programme for growing SMEs.
Talk to us about bringing YourFortify into your business.

Cyber Essentials certification support and readiness review
0 Monthly external vulnerability scanning and dark web monitoring
Quarterly penetration testing and enhanced assurance (Plus)
Q Guided remediation support included every month

Quarterly reviews through the Your IT 360 Framework

Getin touch

Your IT Department Ltd

Unit 8, Farrington Way, Eastwood,
Nottingham, NG16 3BF
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